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Abstract

Passwords are widely used for authentication in information systems, and it is still the
dominant method of authentication despite its weaknesses due to its simplicity. However,
users have difficulty remembering long passwords that are restricted with high security
policies. Thus, they make short password, which makes it insecure and vulnerable to
hacking. To solve this problem the graphical password techniques was proposed, which
is a technique based on the use of images and patterns instead of text. However, this
technique has deficiencies and requires further research. As with current schemes of this
technique, when increasing the ease of use, it will reducing the security defenses vice
versa. The main goal of this research is combining usability features with providing
secure defense mechanisms, without compromising the ease of use and memorization.
Where this research focuses on verifying graphical password schemes and summarizing
the most important solutions that can be offered in the field of graphical password
techniques. To make sure that the main objective of the research is achieved, a new system
has been built based on the comparison between graphical password technique and text
password technique. The proposed system was also tested with a sample of users and the
usability features offered were evaluated, with positive results. Most of the users preferred
the graphical password over the text password in terms of ease of use and remembering.
The security of the proposed system was also evaluated, and the results showed that the
system provides a defense mechanism against common attacks exposed by graphical

password techniques.

XV



CHAPTER 1: INTRODUCTION

CHAPTER 1

INTRODUCTION

1.1 Overview

This chapter provides an introduction to text and graphical passwords techniques and
clarifying major problems facing both techniques. Methodology followed in this study to
reach required results has also been clarified. The scope of the study has been defined to
provide a comprehensible vision of what this work is going to provide.

1.2 Background

Security is an important component of most computer systems, especially those, which
are used over the internet. Universal access to information makes security a critical design
issue in these systems and with the development of technology, more resources (i.e.

information and services) are becoming available online.

In addition, with the increasing number of people using the World Wide Web for
commercial, entertainment or personal purposes, the need for accurate and confidential
information to be easily passed between parties is also increasing. Moreover, users often
keep their communications, financial data, business documents and personal media safe
by means of some software that provides information protection. Therefore, as reported
by Jali (2011) and Tiller (2020), the need to control and protect users to access a particular

resource is a critical issue.

Bianchi et al. (2016) reported that one of many steps to achieving this protection is
known as authentication and authorization. Authentication is a central area in security
research, where Menezes et al. (1996) defined the authentication as: "it is the act of
verifying that a user is who they claim to be, and it is a key topic in computer security".
While Ariffin et al. (2021) define the authentication as the process of determining whether

a user should be allowed access to a particular system or resource.

Nowadays, the text passwords are the most popular authentication method for access

control to protect computer systems, mobile phones, ATMs, etc. User may need
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passwords for many purposes such as computer login, accounts, e-mail, access to files,
databases, networks and websites. Dhiviyaa et al. (2018) support this viewpoint when
they stated that providing a person’s identity to gain legitimate access to a service is
increasingly necessary to prevent unauthorized users from stealing information, misusing

the service, stealing identities, or damaging reputation.

Traditional text passwords are widely used for authentication, although other methods
are available today, including biometrics and smart cards; however, these alternative
techniques have some problems. Biometrics are raise privacy concerns and smart cards
usually need a PIN because the cards can be lost. As a result, passwords are still prevalent
and are expected to remain so for some time as an authentication process. However, text
passwords also have drawbacks as mentioned by Tiller (2020) from a usability point of

view, and these usability issues tend to translate directly into security issues.

For example, Mali and Rattanafil (2017) have presented that the user usually chooses
a simple password that can be easily remembered. Therefore, it would be easy to guess
and could also be an easy target to hack attacks and brute force. On the other hand,
enforcing a strong password policy might have the opposite effect as well, because user
can resort to typing hard-to-remember passwords on sticky notes, exposing them to
outright theft. While the purpose of authentication is to provide security, usability cannot
be ignored. However, if the system is not easy to use, users will avoid using it. Hence, it
will lead to system failure.

To address these problems, many researches were conducted in the field of system
security to develop new and more secure authentication methods. A new technique based
on using images instead of text as a password was introduced, as the new technique tried
to improve security and avoid the weakness of the traditional text password. This

authentication method is named "Graphical Password".

Snodgrass et al. (1972) proposed psychological studies, which support the fact that
humans can remember images better than text, which is cited in Patra et al. (2016),

"pictures are generally easier to be remembered or recognized than text".

The first idea for graphical passwords was described by Blonder (1996), in which this
method was to allow the user to click with a mouse or stylus, on a few selected areas in
an image. If the correct areas are clicked, the user will be authenticated; otherwise, the
user will be rejected. Subsequently, several researchers conducted search graphical

2
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passwords over time. According to Jali (2011), the graphical password is likely to be
easier to remember and more secure compared to the text password because it takes

advantage of humans' ability to better save and retrieve recalling images.

Graphical passwords are considered more secure and resistant to traditional attacks
such as brute force and dictionary attacks as reported by Sananse and Karwande (2020).
However, as cited by Ologundudu and Sakpere (2021) graphical passwords technique is

a promising domain and requires more scientific researches and the use of case studies.

1.3 Problem Statement

Although some authentication methods such as biometrics and smart cards have proven
effective, text passwords are still the most popular method of authentication as Heera et
al. (2020) stated. This is because passwords have a number of useful properties that
contribute to their persistence. Text passwords are easy to implement, do not involve any
additional hardware and no additional cost is required. For the user, it is portable and

convenient, as well as familiar and easy to understand.

However, Abhijith et al. (2021) discussed that text passwords are a major usability
challenge for users, who are required to create secure and unique passwords for each
account, remember each of these passwords for a long time, and remember which
password corresponds to any account for multiple accounts. These security requirements
impose requirements beyond human capabilities on users' memory and attention. In
addition, it lead users to create passwords, which are easy to remember, at the same time,
it might be easy for attackers to guess. However, Fatima (2020) reported that users tend
to use the same password for all or most of their accounts to make it easier to remember.
This makes their accounts vulnerable to hacking; therefore, if the attacker hacks the users'
password, he/she might hack the accounts of all the users and access any information
might be important and private.

Accordingly, the above-mentioned problem has led to innovation of the graphical
password techniques. Where the graphical password authentication system should
motivate the users to form strong and easy to remember passwords. Although graphical
password is easier to remember to the users, as cited by Ariffin et al. (2021), most of its

schemes are vulnerable to shoulder surfing attacks due to the lack of anti-shoulder surf
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mechanism. However, there are some graphical password schemes which attempt to offer
anti-shoulder surfing mechanism such as the Triangle Scheme. However, these schemes
are time consuming and inconvenient as the user will need to locate his\ her Pass-Object

among many other objects.

Therefore, the essence of this research is to introduce and achieve a new scheme in the
field of graphical password techniques, which will overcome authentication security

issues.

1.4 Research Motivation

Some modern security systems use graphical password authentication methods in order
to provide greater ease of use while providing the required security. This is because it has
gained great popularity in the last decade such as the graphical pattern of unlocking the

mobile phone screen, which is considered as a "doodle scroll scheme™.

However, these methods still have some shortcomings, such as the aforementioned
Pass-doodle scheme, which is a hand-drawn design usually drawn with a stylus on a
touch-sensitive screen, although it is easy to use and remember , however, it is vulnerable

to shoulder surfing attacks.

Therefore, the impetus for this research is to develop a new hybrid graphical password
scheme based on the concepts of the two graphical password techniques. The main
objective of this proposed scheme is to combine the features of high security, ease of use,
and memorability. Moreover, a new graphical authentication system has been proposed
as its features are based on analyzing various existing graphical password schemes and

then using the best of these features.

The proposed graphical password scheme is intended to be more secure compared to
previous systems, as it focuses on providing an anti- shoulder- surfing mechanism, which

is one of the most common attacks against graphical password technique.

1.5 Research Aim and Objectives

The main aim of this study is to extend previous work in graphical password techniques

and propose a new hybrid scheme that resists shoulder surfing attack, which is mainly
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based on recognition-based and cued recall-based techniques in order to increase the level

of security.

The aims are supported by the following objectives:

1.

To provide an updated survey of various graphical password schemes, in order
to understand the mechanism of graphical authentication methods.

To develop security improvements to graphical password techniques based on
the use of the advantages of previous research.

To create a new scheme and then evaluate its suitability as an alternative method
of user authentication.

To evaluate the effectiveness of the proposed scheme by designing a reliable

system, to ensure that it provides the optimum level of security and ease of use

1.6 Research Methodology

The research methodology has the following steps :

1.

Investigating current graphical password schemes by studying research papers,
journals, articles and websites. In addition, summarizing the authentication
problems related to graphical password techniques in order to understand the
concept of the process; and to identify the problem's background, objectives, and
scope of the study.

Taking advantage of the existing graphical password schemes and combine their
advantages to produce the proposed scheme (Image Grid Scheme) with the
addition of improvements.

Designing graphical authentication system based on the proposed scheme.
Implementation of the proposed system of Visual Studio 2013 as a programming
environment and Visual Basic as a programming language.

Evaluation of the proposed system based on security and usability metrics, where
usability metrics were measured by conducting an experiment on a sample of
users.

Analyzing and discussing the obtained results and comparing the proposed work

with the previous research.
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1.7 Scope and Limitations of the Study

The most common attack on graphical password technique is a shoulder surfing attack.
Thus, the scope of this research is to provide a good defense mechanism against shoulder

surfing attacks.

It is known that each study has its own limitations, which reflect the extent of accuracy
and adherence to the study methodology in general. Therefore, the limits of this study are

as follows:

1. The proposed scheme was applied on offline system.

2. The proposed system is designed and implemented by Visual Basic, that is, the
system works only on computers and does not support mobile devices.

3. The questionnaire was mainly relied on with direct observation as tools for
collecting results. Therefore, the results obtained from the questionnaire is a
potential limitation since it is not possible to know whether the questionnaire is
completely filled with honest answers.

4. The sample was limited to university places, as all sample members are educated

and most of them have computer knowledge.

1.8 Significance of the Study

The main significance is to providing a balance between usability and security in this
context, which is an open problem, given the tendency to design defenses that force users
to perform complex password to be more secure which is complicated and hard to be

remembered.

Thus, the significance of this study is to generate new insights into graphical password
authentication methods by proposing a new scheme that makes passwords more secure

and easy to use.

Moreover, while the proposed scheme focused on increasing the level of security, the
proposed scheme was applied by implementing a system that provides a mechanism

against guess and shoulder attacks.
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1.9 Research Questions

Are graphical passwords as secure as text passwords?
How does a graphical password system measured?

How far is the user’s acceptance of the new technology?

1.10 Thesis Organization

This chapter provided an overview of the text and graphical password techniques,

problem statement, research methodology and objective of the work, which led to the

development and implementation of a new graphical password scheme and system. The

following is the organization of the rest chapters:

Chapter 2: Provides a literature review of graphical password schemes, discusses
some previous work of graphical password techniques, and identifies the
shortcomings of each scheme. In addition, it discusses common attacks against
graphical password schemes.

Chapter 3: Discuss and suggest a hybrid graphical password scheme in details,
which is named Image Grid scheme. In addition, it provides a simplified
description of the proposed system design.

Chapter 4: Explains the process of implementing the proposed system. It also
shows how the system works in the registration phase and the login phase by
displaying some graphical user interfaces of the system.

Chapter 5: Illustrates the experiment that was conducted, the results obtained from
the experiment by using percentage diagrams, and it shows the evaluation of these
results in terms of their usability and resistance to attacks.

Chapter 6: Discusses the results presented in the previous chapter and compares
them with previous schemes, presents the conclusion and some of forthcoming

works.
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Chapter 2

Literature Review

2.1 Overview

This chapter is to investigate and provide a survey of using and understanding the
mechanism of the authentication methods, graphical password techniques and schemes
including advantages and disadvantages.

2.2 Authentication Methods

Authentication as defined by Ariffin et al (2021) is the process of determining whether
a user should be allowed access to a particular system or resource. While authentication
is defined in computer security, it is the process of attempting to verify the digital identity
of a communication sender such as a login request. In web authentication,
"authentication™ is defined as a method of ensuring that the user trying to perform

functions in the system is in fact the authorized user.

As cited in Mali and Rathanavel (2017) the authentication method is divided into three

main areas:

1. The authentication based on something the user knows (e.g., passwords, PINS),
which known Knowledge-Based Authentication [KBA].

2. Something the user has (e.g., smartcards, password-generation tokens), which
known Token-Based Authentication [TBA].

3. Something the user is (either physical or behavioral biometrics, e.g., fingerprints,
retinal scans, typing patterns), which known Biometric Based Authentication
[BBA].

Users are often not interested in following strict security guidelines when using KBA's
authentication methods. Accordingly, this puts the system developer and users in a
common evolutionary conflict, in which the security and usability of the authentication

system are paradoxically increasing.
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Although biometrics and token-based authentication promise high security for systems,
biometrics have privacy concerns and usually require extra hardware and can be relatively
expensive. Smart cards and authentication tokens are also very expensive, and they

require that the user remember to hold the token around.

Graphical password authentication technique is a type of knowledge-based
authentication. Where graphical passwords consist of images and visual representation,
which attempt to solve the traditional password problems while preserving the properties
of passwords, but do not follow the traditional text format. Biddle et al. (2012) defined
the graphical password technique: "it is knowledge-based authentication mechanisms
where users enter a shared secret as evidence of their identity, with the shared secret

being related to or composed of images or sketches".

Blonder's first graphical password was patented in 1996 and a variety of schemes soon
followed. Lots of research has been done on the graphical passwords area, and it is starting
to get limited publication, particularly in Android unlock pattern and Windows 8 picture

password.

The graphical passwords are based on the psychological discovery that humans are able
to remember images better than text. Therefore, it was developed in response to the
textual password problems, with the hope that image-based passwords could be both

memorable and secure.

Recently, many computer systems, networks and the internet-based environment are
attempting to use graphical authentication technique. Thus, as Vorster et al. (2016) and
Abhijith et al. (2021) mentioned the foundation of an authentication system is to
encourage users to choose better password, which consequently increases security and

usability.

This study was utilized the knowledge-based authentication because it does not

required any additional hardware, and it is easy to learn and use by the simple user.

2.3 Graphical Password Techniques and Schemes

Graphical password techniques are supported to be more secure and resilient against

various attacks than text passwords. However, they are still vulnerable to some threats as
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cited by Tahmina et al. (2020). Where graphical password techniques can be further
divided into three categories: recognition-based techniques, recall-based graphical

techniques and hybrid techniques as shown at Figure 2.1.

77N\
Graphical Password
techniques
Recognitign-based RecaII-'based Hybrid techniques
techniques techniques
N T/ N
7~ N\ RN
Cued Recall-Based Pure Recall-Based
Techniques Techniques
N N

Fig. 2.1: Graphical password techniques.

2.3.1 Recognition-based Technique

In recognition technigue, a set of images or figures is presented to the user during the
registration phase, and the user passes authentication by recognizing and selecting his
choices during the login phase. Where the user has to select a pre-selected image, icon or
logo during the registration phase from a large selection of distraction images. There are

several types of charts such as:

D'ej'a Vu scheme.
Pass-face scheme.

Triangle scheme.
Pass-objects scheme.
Thumbnail images scheme.
Theme scheme.

Story scheme.

L N o g s~ w D PE

Pass-Image scheme.
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2.3.1.1 D'ej'a Vu Scheme

Dhamija and Perrig in 2000 proposed a new scheme known as D'ej'a Vu scheme. In
their program, as shown in Figure 2.2, the user is asked to select certain number of images
from a set of random images generated by the program. Later, user is required to identify
the preselected images to be authorized user. The results that Stobert (2015) was
presented in his study showed that 90% of all participants succeeded in the authentication

using this technique, while only 70% succeeded using text-based passwords and PINS.

The drawbacks with their program are that the server needs to store a large amount of
images, which might have to be transferred over the network and delays the authentication
process, which can be tedious and time consuming for the user. Moreover, the number of
images to be stored in the database is too large, which slows down the authentication

process and makes the program tedious and time-consuming from the user's point of view.

Fig. 2.2: D'ej'a Vu program.

Akula and Devisetty (2004) proposed an algorithm similar to the previous technique. The
difference is that by using hash function SHA-1, which produces 20-byte output, the
authentication is secure and require less memory. However, the image file still occupies

more space than text even after hashing.

11
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2.3.1.2 Pass-face Scheme

As cited by Tahmina et al. (2020) Pass-Faces scheme was proposed in 2000, which is
an alternative scheme was developed by Real User Corporation and based on using facial

Images as shown in Figure 2.3.

Click on your
passface

to logon

Fig. 2.3: Pass-Faces scheme.

In this scheme, the user registers by selecting a number of faces from a large database
of faces. During authentication one of the registration images are shown together with
eight other faces in a 3x3 grid. The user should go through a number of rounds and select

the correct face from the nine options during each round.

However, the effectiveness of this method is still uncertain until Davis et al. (2004)
studied the graphical passwords that using the Pass-faces scheme and found obvious
patterns among these passwords. For example, most users tend to choose faces of people

from the same race. This makes the Pass-faces password somewhat predictable.

2.3.1.3 Triangle Scheme

As mentioned by Xiaoyuan (2006), the Triangle Scheme was developed by Sobrado
and Birget in 2002. The triangle is a graphical password scheme that deals with shoulder-
surfing problem. At registration phase, user is asked to choose a certain number of pass
objects from 1000 proposed objects as shown in Figure 2.4. To authenticate, the system

displays a variety of objects on the screen and the user is asked to click inside the area

12
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that the previously selected objects form. The action repeats for several times but every
time the icons on the screen will shuffle and appear in different place.

The main drawback of this scheme is that the screen is very crowded which confuses
the user when distinguishing objects on the screen. In addition, the average registration
and login time is much longer than in a traditional text-based system. On the other hand,
if fewer elements are used to reduce congestion, it will reduce the password space and

become more vulnerable to hacking.
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Fig. 2.4: Triangle scheme.

The authors attempted to improve their scheme as second algorithm in 2005, in which
the user moves a frame (and the objects within it) until the pass-object on the frame lines
up with the other two pass-objects. The authors also suggest repeating the process several
times to reduce the likelihood of logging in by clicking or rotating randomly. It did not

solve the main drawback in the previous algorithm, as the login process was slow.

2.3.1.4 Pass-objects Scheme

Man et al. (2003) proposed shoulder-surfing resistant algorithm. In this algorithm, a
user selects a number of images as pass-objects. Each pass-object has several variants and
each variant is assigned a unique code. During authentication, the user is challenged with

13
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several scenes. Each scene contains several pass-objects (each in the form of a randomly
chosen variant) and many decoy-objects. The user has to type in a string with the unique
codes corresponding to the pass-object variants present in the scene as well as a code

indicating the relative location of the pass-objects.

However, this method still requires users to memorize the alphanumeric code for each
pass-object variant. For example, if there are four pictures each with four variants, then
each user has to memorize 16 codes. Although the pass-objects provide some cues for
recalling the codes, it is still quite inconvenient. Figure 2.5 shows the login screen of this
graphical password scheme.
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Fig. 2.5: Pass-objects scheme.

2.3.1.5 Thumbnail images Scheme

Wayne et al. (2003) developed graphical password scheme, which is designed
especially for handheld device like Personal Digital Assistant (PDA). As it is shown in
Figure 2.6, during registration, the user selects sequence of thumbnail images to be
registrant. When the PDA is turn on, the user has to enter the registered image sequence
for verification to gain access to the device. After a successful authentication, the user

may change the password and selecting a new sequence or theme.

14
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Enter Passcode

[ Clear I [ Enter l

Fig. 2.6: Thumbnail images scheme.

Since the numbers of thumbnail images are limited to only 30, the size of the password
space is considered small. Therefore, to ensure that the password space is comparable to
text password, the designer added second method of selecting thumbnail element. Besides
selecting individual thumbnail elements as before, one could select two thumbnail
elements together to compose a new alphabetic element. This was done by using a shift
key to select uppercase or special characters on a traditional keyboard. The drawback of
this scheme is that the addition of shift key causes the algorithm complex and difficult.

2.3.1.6 Theme Scheme

Jansen et al. (2004) proposed a graphical password mechanism for mobile devices.
During registration stage, a user selects a theme (e.g. sea, cat, etc.) which consists of
thumbnail images and then registers a sequence of images as a password, as shown in
Figure 2.7.

15
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Clear | | Enter |

Fig. 2.7: Theme scheme.

During the authentication, the user has to enter the registered images in the correct
sequence. After a successful authentication, the user may change the password, selecting

a new sequence, or possibly change the theme.

Suo and Owen (2005) cited the disadvantage of this scheme is that while the amount of
thumbnail image is limited to 30, the password space is small. Each thumbnail image is
assigned a numerical value, and the sequence of selection will essentially generate a
numerical password. The result showed that the image sequence length was generally
shorter than the length of textural password.

2.3.1.7 Story Scheme

As mentioned by Christopher and Noordean (2017), Davis et al. in 2004 was proposed
story scheme by categorizing the available images to nine categories, which are animals,
cars, women, food, children, men, objects, nature and sport. According to Figure 2.8, the
users have to select their passwords from the mixed images of nine categories in order to

make a story easily to remember.
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Their studies showed there were some users who used this method without defining a
story for themselves and these studies showed that the story scheme was harder to

remember in compare to text passwords.

Fig. 2.8: Story scheme.

2.3.1.8 Pass-Image scheme

Takada and Koike (2003) discussed a graphical password technique for mobile devices.
This technique allows users to use their favorite images for authentication. The users first
register their favorite images (pass-images) with the server. During authentication, a user
has to go through several rounds of verification as shown at Figure 2.9. In each round,
the user either selects a pass-image among several decoy-images or chooses nothing if no
pass-image is present. The program would authorize a user only if all verifications are

successful.

This method does not more secure authentication method than text-based password. As
reported in studies by the Davis et al. (2004) users' choices of image passwords are often
predictable. Allowing users to register their own images makes it easier for user to
remember their pass-images, nevertheless make the password even more predictable,
especially if the attacker is familiar with the user.

17
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Verification stage
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In this example, the authentication trial consists of four verification stages.

But, the number of verified pass-images are two.

Fig. 2.9: Pass-Image scheme.

2.3.2 Recall-based Techniques

In recall-based techniques, user is asked to reproduce something that he or she created
or selected earlier during the registration stage as mentioned by Ologundudu and Sakpere

(2021). In this section, two types of recall-based password techniques discusses:

1. Pure Recall-Based Technique.
2. Cued Recall-Based Technique.

2.3.2.1 Pure recall-based Technique

It is also known as draw-metric technique, where the user is asked to reproduce
something that he or she created or selected earlier during the registration stage without
clues are given to remind the passwords. This technique is simple and easy, but the
difficulty is that passwords are hard to remember. Where there several exist types of these

schemes such as:

e DAS scheme.
e Pass-Doodle scheme.

e Signature scheme.
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2.3.2.1.1 DAS scheme

As reported by Fatemeh (2020), a new scheme was proposed by Jermyn et al. in 1999
called "Draw-a-Secret” (DAS), which allows user to draw their unique password as show
in Figure 2.10, where the user is asked to draw a simple image on a 2D grid. During
authentication, the user is asked to redraw that image. If the drawing touches the same
grids in the same sequence, then the user is authenticated. Jermyn, et al. suggested that
given reasonable-length passwords in a 5X5 grid, the full password space of DAS is larger

than that of the full text password space.
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Fig. 2.10: DAS scheme.

Thorpe and Oorschot (2004) examined the effect of password length and number of
strokes as a complexity characteristic of a DAS schema. Their study showed that the
number of strokes has the largest effect on the DAS password space. The size of the DAS
password space decreases significantly with fewer strokes along the static password. DAS
password length also has a big impact but the effect is not as strong as the number of
strokes.

To improve the security, Thorpe and Oorschot proposed a "Grid Selection” technique.
The selection grid is initially a large fine-grained grid from which the user selects a

19



CHAPTER 2: LITERATURE REVIEW

drawing grid, a rectangular area to enlarge, where they can enter their password as shown

in Fig. 2.11. This will greatly increase the DAS password space.

Fig. 2.11: Grid selection scheme.

Lin et al. (2007) presented an enhanced variation of the DAS Qualitative Draw-A-
Secret (QDAS). In this scheme, a stroke is mapped to its starting cell and the sequence of
qualitative direction changes including "up", "down", "left" and "right". Therefore, the
user only needs to remember the starting cell index and the correct direction order of each
stroke. QDAS uses qualitative spatial relations and dynamic grid transformations to
reduce potential usability problems and shoulder surfing attacks. However, QDAS did
not solve the issue of usability in DAS where the drawing cannot pass through a crossing
point. It remains a concern whether the use of grid transformations will create new
problems, such as cells decreased to a predefined minimum size, much smaller than the

original. Figure 2.12 shows the QDAS scheme.
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Fig. 2.12: Qualitative DAS (QDAS) scheme.
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The drawback of DAS scheme is that the user is not familiar with drawing via mouse,
S0 users attempt to draw something simple, which makes the number of strokes less. That
leads to a small password space. There are some improvements have been suggested with
the "Grid Selection" scheme and the "Qualitative Draw-A-Secret" scheme, nevertheless,
these schemes still suffers from the problem that the user does not accept the use of the
mouse as a drawing tool. In addition, when the user draws the shape entered in the
registration stage, the user may not be able to choose accurately correct points, which

leads the user to try again and that is considered as boring process for the user.

2.3.2.1.2 Pass-doodle Scheme

Varenhorst (2004) introduced the Pass-doodle scheme. This scheme allowing users to
create a freehand drawing as a password without a visible grid, Figure 2.13 shows an
example of a doodle draw. A doodle should consist of at least two pen-strokes placed
anywhere on the program screen. After reading the mouse input, the system begins to
scale and stretch the doodle to a grid, and then compares the stretched doodle with the

stored user data.

In addition to the doodle drawn, the speed used in drawing the doodle is also calculated
and saved. This graphical authentication scheme provides an easy way for users to
remember the pass-doodle drawn but it was observed that sometimes the users forget the

order in which they were drawn and it tends to be vulnerable to shoulder surfing.

Fig. 2.13: Pass-doodle scheme.
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2.3.2.1.3 Signature Scheme

Syukri et al. in 1998 proposed a system, where authentication is conducted by having

user drawing their signature by using the mouse, which is shown in Figure 2.14.

During the registration stage, user first will asked to draw their signature with mouse,
and then the system will extract the signature area and either enlarge or scale-down
signatures, rotates if needed (also known as normalizing). The information will later

saved into the database.

Fig. 2.14: Signature scheme.

The validation stage first takes user input, normalizes again, and then extracts signature
parameters. Next, the system performs the verification using geometric averages and a
dynamic update of the database. According to Sukri's algorithm, the successful validation
rate was satisfactory. The biggest advantage of this scheme is that there is no need to

memorize a person's signature and it is difficult to forge signatures.

However, not everybody is familiar with using mouse as a writing device; the signature
can therefore be hard to drawn. One possible solution to this problem would be to use a
pen-like input device, but such devices are not widely used, and adding new hardware

can be expensive.
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2.3.2.2 Cued recall-based Technique

In this authentication technique, a user is asked to repeat sequences of actions originally
conducted by the user during the registration stage with providing some hints. There are

exist schemes that fall under this type of techniques such as:

e Blonder scheme.
e Pass-Point scheme.

e Pass-Logix scheme.

2.3.2.2.1 Blonder Scheme

Initial graphical password research was performed by Blonder in 1996, who designed
a graphical password system in which a password is generated by having the user click
on several sites on an image. During the authentication, the user has to click on the
approximate areas of those sites. The image can help the users to remember their
passwords and thus this method is more convenient than unassisted invocation (as in text

password) as shown in Figure 2.15.
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Fig. 2.15: Blonder scheme.

The disadvantage of this scheme is that the user cannot select the same point down to
the pixel level, so the scheme must inherently have some margin of error. The size of the
error area effectively sets a theoretical limit to the number of different passwords for each

image.
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2.3.2.2.2 Pass-Point Scheme

Wiedenbeck and others. (2005) proposed a scheme called Pass-Point similar to the
Blonder scheme, in which the system would display an image to the user and then ask
them to choose five distinct click points on that image. To log in, the user has to click on
those same five dots in the same order. Since it will be difficult for users to click the exact
pixel at each login, a tolerance zone is created around each point, and any click is accepted

within the tolerance zone. Figure 2.16 shows the Pass-Points login screen.

Fig. 2.16: Pass-points scheme.

A user study was conducted in which one group of participants was asked to use a text
password and the other group was asked to use the graphical password. The results of this
study showed that the graphical password took fewer user attempts than text passwords.
However, graphical password users had greater difficulties learning the password and

took longer to enter their passwords than textual users.

They conducted another user study to evaluate the effect of tolerance of clicking during
the re-authenticating stage, and the effect of image choice in the system. The result
showed that memory accuracy for the graphical password is strongly reduced after using
smaller tolerance for the user-clicked points, but the choices of images do not make a

significant difference.

Chiasson et al. (2007) proposed Cued Click Points (CCP) scheme, which is works
similarly to Pass-Points, but instead of choosing five click points on one image, the user
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is asked to choose one click-point on each of five images. The way the next image will
be displayed is determined by user's click point on the current image as shown in Figure
2.17.

Fig. 2.17: Cued Click Points scheme.

In this scheme, they improved two aspects of usability; prevent users from clicking all
passwords on one image (eliminate the problem of forgetting click points), and providing
feedback at the early stage of login, rather than at the end of the login session. When
logging in, the user has to click again on the correct point on each image. The images are
presented in sequence and feedback is built into the system if the user clicks on an
incorrect point, they see an incorrect subsequent image, immediately alerting the user to

their error.

They improved the above scheme in 2008 as the Persuasive Cued Click-Points (PCCP)
scheme. Where during password creation the image is dimmed except for a small view
port area that is randomly positioned on the image as shown in Figure 2.18. Users have
to select image password (click point) within the current image. If they are unable or
unwilling to select a point in the current image, they may use the Shuffle button to
reposition the image randomly. A user who is determined to reach a certain click point
may still Shuffle until the view port moves to the specific location, but this will take lot

of time and make it more tedious process.
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Fig. 2.18: Persuasive Cued Click-Points (PCCP) scheme.

2.3.2.2.3 Pass-Logix Scheme

In 2002, Pass-Logix Inc. Company developed a new graphical authentication scheme

called Pass-Logix v-Go algorithm shown in Figure 2.19. At registration phase, the

password is created by a chronological situation with repeating a sequence of actions. In

this scheme user is asked to click on various items on the image in the correct sequence

in order to be authenticated.

The main drawback of this scheme is provide only a limited password space, therefore

causing the password to be kind of guessable or predictable.
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Fig. 2.19: A recall-based technique developed by Pass-logix.

2.3.3 Hybrid Techniques

Hybrid techniques is generally a fusion of two or more authentication techniques. The
hybrid technique was used to overcome limitations of a single scheme such as spyware,

shoulder surfing etc. There are some exist schemes such as:

e Shoulder surfing resistant authentication scheme.
e S3PAS scheme.
e CAPTCHA scheme.

2.3.3.1 Shoulder Surfing Resistant Authentication Scheme

This scheme was introduced by Li et al. in 2005 as a graphical password scheme as
shown in Figure 2.20, which used three steps and claimed to reduce the problems of

shoulder surfing, where the user is going through three main steps.

First, users need to choose one secret image as background image. Second, to choose
their second secret image, users need to click on any area of their secret background, in
which a series of images will later appear for them to choose. Finally, once finished

selecting their second image, another set of images will appear and users need to choose
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their third secret image. The drawback of this scheme is that it is still vulnerable to

shoulder surfing attack.
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Fig. 2.20: Shoulder surfing resistant authentication scheme.

2.3.3.2 S3PAS Scheme

Zhao and Li (2007) proposed a textual and graphical password authentication scheme
(Scalable Shoulder-Surfing Resistant Textual-Graphical Password Authentication
Scheme (S3PAS)) as shown in Figure 2.21, which combines features of both textual and
graphical passwords. This scheme is resistant to attacks such as spyware, shoulder surfing
etc. Users of this scheme have two types of passwords; one fixed password which only
they know (e.g. Staff number, Library ID) and one random password which is created

during the login.

To login, users will be displayed with the login interface, which consists of the image
of characters displayed randomly for every round and two text boxes for inserting fixed
and random password. First, users need to input the fixed passwords. To get the random
password, they need to find their fixed textual passwords represented in a graphic. After

identifying their random password, users have to insert it in the text box provided.

However, there are still some minor drawbacks in this scheme similar to other graphical
password schemes. The major issues in S3PAS schemes include slightly more

complicated and longer login processes.
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Fig. 2.21: S3PAS scheme.

2.3.3.3 CAPTCHA Scheme

Gao et al. in 2009 inspired and proposed the CAPTCHA scheme, which is (Completed
Automated Public training Turing tests to tell Computer and Humans Apart). It provides
features of both graphical password scheme as well as CAPTCHA techniques. During
registration, user selects the image as their password. At the authentication, user choose
the password image from decoy of images and types the password CAPTCHA below
every password image as shown in Figure 2.22. Where this scheme is complicated and

requires memorizing a series of letters and numbers.
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Fig. 2.22: CAPTCHA scheme.
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2.4 Summing up of Graphical Password Schemes

The following Table 2.1 is summarizes the previous section.
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Table 2.1. A: summarizing of graphical password schemes.
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Table 2.1.B: summarizing of graphical password schemes.
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2.5 Evaluation of Graphical Password Techniques

In this section, the most important factors that have been observed from the literature
review that may affect the use of graphical password techniques as an alternative to text

password techniques are addressed.

Several user studies had confirmed that people could recall graphical password more
reliably than text-based password over a long period of time, which is supported by Ariffin
et al. (2021). However, there is still no concrete evidence to prove whether graphical
password in general is more or less secure and useable than text-based password. There
are some factors used to evaluate the graphical passwords techniques, which are listed in
the following sections:

2.5.1 Usability Factors

From the previous section, some factors affecting the usability of schemes are noted,

which are summarized as follows:

2.5.1.1 Efficiency Factor

The time it takes for the user to login is used as a factor for measuring the efficiency of
the scheme, while most of the recognition-based technique schemes are user-friendly,
some of their schemes take time to login. As noted in a story scheme, the user has to go
through three rounds to generating the graphical password, which will take additional
time. While in the recall-based technique schemes, their schemes take longer time to login
due to the presence of more than one round to finish the process of generating the
graphical password. On the other hand, in the Pass-Point scheme, it has one round in
which five points are selected in the same image, but the time taken for the users is long
because it is difficult for the users to click the exact pixel when they choose the required

points.

2.5.1.2 Effectiveness Factor

In this factor the number of attempts that user tries to login is counted. As in most of

the recognition-based technique schemes, the user does not need to have many attempts,
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due to the ease of the login process. While in recall-based technique schemes, the user
needs a number of attempts to be able to login successfully, due to the difficulty of the
use and the imposition of strict policies to provide a mechanism to resist the attacks that

may be exposed to the schemes of graphical password techniques.

2.5.1.3 Memorability Factor

The main reason for suggesting the graphical password technique is the previous
psychological studies, which proved that the human brain is able to remember images
more easily than texts. However, some users of some graphical password schemes find it
difficult to remember their passwords as in the case of Pass-Object, S3PAS and
CAPTCHA schemes.

2.5.1.4 Storage defects Factor

The usability feature that distinguishes graphical password techniques is an existing
flaw. As the main complaint among users of graphical passwords is that the process of
password registration and login takes a long time, especially in recognition-based
techniques and is a weakness of graphical password schemes. Whereas, the delay in the
system's response is due to storing a large number of images in the database, which causes
slow response, whether in the process of entering the system or even when registering in
it. This problem may direct the user to return to using the text password because waiting

for the response will cause boredom.

2.5.2 Security Factors

Many attacks may face the graphical password techniques as mentioned by
Abdalkareem et al (2021). As reported in Harasimowicz (2018), the identified potential

attacks are based on three aspects of password security:

e Recordability relates to the ease with which the user can record the graphical
password, making it easier for the attacker to capture and replay such as brute
force attack, dictionary attack and spyware.
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e Observability relates to the ease with which an attacker can view the graphical
password as it is being entered such as shoulder surfing attack.
e Guessability relates to how easily the attacker can guess the graphical password

such as predictability and social engineering.

2.5.2.1 Brute Force Attack

A brute force attack is a cryptographic hack data relies on guessing possible
combinations of a targeted password until the correct password is discovered. The main
defense against brute force search is to have a sufficiently large password space, whereas
if the password is weak it could merely take seconds with hardly any effort to discovered
the password.

Text-based passwords have a password space of 94N, where N is the length of the
password, 94 is the number of printable characters excluding space button. Some
graphical password techniques have been shown to provide a password space similar to
or larger than that of text-based passwords such the Pass-doodles scheme which
introduced by Varenhorst (2004).

It is more difficult to carry out a brute force attack against graphical passwords than
text-based passwords. The attack programs need to generate accurate mouse motion
automatically to imitate human input, which is particularly difficult for recall-based

graphical passwords.

2.5.2.2 Shoulder Surfing Attacks

Bianchi et al. (2016) defined in their research that the shoulder surfing attack is
"Sneaking and peek from behind the shoulder into a victim's computer to learn the whole
password or part of password or some confidential information™. Where most of the
graphical password schemes are vulnerable to shoulder surfing attacks. Only a few
recognition-based techniques are designed to resist shoulder surfing such the S3PAS
scheme, which was designed by Zhao and Li (2007). None of the recall-based based

techniques are considered should surfing resistant.
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2.5.2.3 Dictionary Attack

A dictionary attack is a method of breaking into a password by systematically entering
every word in a dictionary as a password. These attacks are usually unsuccessful against
systems using multiple-word passwords and often unsuccessful against passwords made
up of uppercase and lowercase letters and numbers in random combinations.
Consequently, since recognition-based techniques involve mouse input instead of
keyboard input, it will be impractical to carry out dictionary attacks against this type of

graphical passwords.

2.5.2.4 Spyware

Spyware is a malicious software designed to entering to your computer device, gather
data about you, and forward it to a third party without your consent. Except for a few
exceptions similar to the scheme that developed by Man et al (2003), keylogging or key
listening spyware cannot be used to break graphical passwords. It is not clear whether

"mouse tracking" spyware will be an effective tool against graphical passwords.

However, mouse motion alone is not enough to break graphical passwords. Such
information has to be correlated with application information, such as window position

and size, as well as timing information.

There are some programs that help in hacking by recording browsers' data such as Key-
logger, which is a program that runs in the background and recording all the keystrokes.
Once keystrokes are logged, they are hidden in the machine for later retrieval or shipped
raw to the attacker. The attacker then peruses them carefully in the hopes of either finding
passwords or possibly other useful information that could be used to compromise the

system or be used in a social engineering attack.

2.5.2.5 Guessing or Predictability

Unfortunately, it seems that graphical passwords are often predictable, a serious
problem typically associated with text-based passwords. For example, studies conducted
by Brostoff and Sasse (2004) on the Pass-face technique have shown that people often

choose weak and predictable graphical passwords. Thorpe and Nali's study (2004)
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revealed similar predictability among the graphical passwords created with the DAS
technique. This means that more research efforts and studies are needed to understand the

nature of graphical passwords created by real world users.

2.5.2.6 Social Engineering

Social engineering is an attack that relies heavily on human interaction and often
involves tricking people into breaking normal security measures. Hackers can attempt
different tricks to break into the normal security measures, such as knowing the victim's
password from his date of birth, a favorite animal, etc. Some graphical passwords are
vulnerable to this type of attack, especially those that rely on selecting images or patterns.

2.6 The Relevance Works

To achieve the objectives of this work, the relevant literature was relied upon:

1. The proposed scheme is a hybrid technique scheme based on two graphical
password techniques. Since the use of one technique will be weak, therefore two
techniques were combined to obtain a high level of security and maintain the ease
of use.

2. This work is utilized the Pass-Image scheme that proposed by Takada and Koike
(2003) as a recognition-based technique, which is allowing the users to choose
their favorite image as their graphical password.

3. The proposed scheme in this work is inspired an idea from Pass-Point scheme,
which was proposed by Wiedenbeck et.al. (2005) as a cued recall-based technique.
Where in the Pass-point scheme the user has to select 5 points in image, this
scheme is difficult to implement due to the pixel resolution to be selected.

4. This work introduces a hybrid scheme where the user has to choose cells from the
selected image after it is divided as grid instead of points. The advantage of this
proposed scheme is that the selecting cells is easier than selecting points, because
it does not need to select pixels precisely, as the case in Pass-Point scheme.
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2.7 Summary

In this chapter, the most important authentication methods are discussed, and through
one of these methods, graphical password techniques are discussed. The most important
graphical password schemes are summarized, with illustrate how each scheme is work.
Moreover, the graphical password schemes are summarized and illustrated in table

showing each scheme vulnerable to which attack.

In addition, the most important factors that help in evaluating graphical password
schemes were summarized, which are usability and security factors. The most important
sub-factors that come under these two factors are also summarized, in order to focus on
reaching the best of these factors and overcoming the problems of these factors while

designing the proposed scheme.
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Chapter 3

Design of Image Grid Scheme

3.1 Overview

In this chapter, the new scheme named Image Grid Scheme is presented in the graphical
password techniques to increase the level of security while maintaining ease of use and
ease of remembering. The system development methodology of the proposed scheme
including the concept, design, and verification is introduced in details.

3.2 System Development Methodology

The Systems Development Life Cycle (SDLC) is a conceptual model used to describe
the stages involved in development a project from the initial study up to the end. Various
SDLC methodologies have been developed to guide the processes involved, including the
Waterfall model (which was the original SDLC method); Rapid application development
(RAD); Joint application development (JAD); the Fountain model and the Spiral model.

The waterfall model is suitable for systems whose requirements are clear and the
expected changes to these requirements are limited during the design phase, this model is
also used in projects related to large systems as reported by Ribdawi (2018). Therefore,
because the requirements of this work are clear from the beginning and the goal is
specific, the waterfall model was chosen for the proposed system development
methodology as shown in Figure 3.1.

The following steps illustrate the stages that this research has gone through using the
waterfall model:

1. The first stage of the image grid scheme is the planning process. Firstly, the work
started with a plan to develop new prototype system based on the usability features
of existing schemes, while not repeating the problems of the existing graphical
password schemes.

2. The second stage was the requirements analysis process where usability and

security features should be analyzed for consideration in the development process.
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3. The third stage was the design of the system, and at this stage, the system
requirements were summarize and ready for implementation. The process of
implementing the system is very important, and the system framework should be
ready for the implementation process.

4. The implementation process started, where in this stage, the design was translated
into code, which is computer programs written using a conventional programming
language or an application generator, also a revise of the system was done to avoid
the implementation errors during this stage.

5. Testing, this stage is the final stage of the development process. Where the system
as a whole was tested first by the researcher who created this system and then it
was tested on a sample of the community. Testing the system on a sample of the
community done through testing it in a laboratory environment and then using
questionnaires, which given to the experimenters of the system to ensure the
implementation of usability features and user satisfaction with the proposed
system design.

6. The final stage in the whole work was the results analysis stage, which is the
process of testing the results collected from the direct observation of the
participants in the experiment as well as from the questionnaires they filled out.

[ Planning

'

[ Requirement analysis

y

Prototype design

.

Prototype implementation

\ J

[ Testing (Questionnaire)

'

[ Results

Fig 3.1: Prototype Development Life Cycles.
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3.3 Concept of the Image Grid Scheme

This scheme is consider as a hybrid graphical password technique, where it depends on
the recognition-based technique and cued recall-based technique. The idea for the image
grid scheme is inspired from scheme discussed by Takada and Koike (2003), where their
scheme allows users to use their favorite image for authentication. However, this method
does not make it more secure authentication method than a text password. Nevertheless,
the advantage of users using their favorite image as a password is weak feature, as
indicated by Dauvis et al in their study (2004), as it is more vulnerable to hacking because

it is considered easy to predict, especially if the hacker is close to the user.

To address these shortcomings, a new feature has been added based on recall-based
technique, where the image after selection by the user will be display as 5x6 grid, meaning
that the image will be divide into 30 cells. To complete the password selection, the user
has to choose from 2 to 4 cells. This feature will help to solve a security issue that has
exposed to the previous graphical password scheme based on the user's choice of their
favorite image. So that, if the hacker is familiar to the user, this makes the password
predictable and may know which image may choose from among a group of images.
However, with adding the new feature the hacker will not be able to predict which cells
the user may choose.

In addition, it addresses the shoulder surfing attack. Since the image grid scheme works
on the desktop computer and is not on mobile devices, and since the screen is large, it is
easy for anyone beside the user to know the chosen image, and this makes the password
vulnerable to hacking. Wherefore, with adding the feature of selecting cells, anyone

beside the user will not know what cells are selected.

Thus, this scheme tentatively has fulfilled the main usability requirement and provided
a means of defense against prediction and shoulder surfing attack. Whereas, to ensure that
the image grid scheme fulfills the conditions of these requirements, it will be tested using

quantitative and qualitative approaches.

To test the image grid scheme and obtain realistic results a new system was developed
based on using the image grid scheme, which proposed in this work. Moreover, case study
was conducted to apply an experiment on the proposed system. Then the results were
collected after the completion of the experiment process, where these results will be

presented and discussed in Chapter 5.
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3.4 Design of the Proposed System

The proposed hybrid authentication system is designed in this section, where all the
problems and limitations of graphical based schemes is take into consideration. The
proposed system is a scheme that offers more reliable, secure, user-friendly and robust
authentication. The proposed system consists of two phases, as shown in Figure 3.2,

which are as follows:

1. Registration phase.
2. Login phase.

3.4.1 Registration Phase

In this phase, what steps the user should follow to be registrant that will be displayed.
However, how to implement these steps programmatically by the system will be

discussed in Chapter 4.
Algorithm of the registration phase
Step 1: Request to registrant to the system.
Step 2: Enter the username, a new text password and some personal information.
Step 3: Select image.
Step 4: Select 2-4 cells from the 5X6 gird in sequential manner.
Step 5: Click the Submit button.

The new user has to be registered in the system before starting the experiment, so the
user is restricted to using the system window of the registration process. Where the user
has to go through the following steps to be registered in the system:

1. The first step in the registration phase the user has to enter the username, the text
password and other optional information. Whereas, the text password is restricted
by some security conditions that were imposed in this research. The user is
required to enter a new text password, which should be at least 8 characters and
should contain at least one number. In addition, the user should not use a password
that was previously used in one of the user's accounts; also, it should not be the

name or date of birth of a close person to the user. These restrictions are imposed
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to ascertain how well the user remembers a strong and unexpected password, and
to compare it to how well they remember the suggested graphical password.

2. In the next step, the user has to choose image, where the user is completely free
in choosing the image, so the user can choose his or her favorite image, an image
of one of his or her family or even his or her personal image. After the user selects
the image, the selected image will appear to the user in the form of a grid divided
into 30 cells.

3. In the third step, the user has to select two to four cells from the image grid in a
sequential manner, and the user has to focus on this sequence because he or she
will need to remember it. Whereas, this step has been added to the image grid
scheme to increase its defense against shoulder surfing attack, that is, if someone
is next to the user and sees the selected image, they will not know which cells the
user has selected. This is because when the user selects cells, their color will not
change and no borders will be drawn on them, in other words, these selected cells
will remain the same as displayed for the rest of the cells.

4. The last step, which is the user has to press the "Accept” button to migrate the
entered data to the database, at this step it will be verified that the username which
entered does not exist in the database. If the username already exists, the user will
be alerted and the user will has to enter a new username. Otherwise, in case the
entered username does not exist, the user will be notified that the registration has

been completed successfully via a message.

After the user completes the process of selecting the image and cells, the system will
save the image source address, its name, and the default name of the selected cells in
the database as a text string. This means that the graphical password will be stored in
the database as a text password without having the user to remember any text. Thus,
the image grid scheme will provide another important advantage of graphical password
schemes. As when storing images in the database, the size of the database becomes
large, which slows down the process of storing and retrieval of data from it, which

creates boredom for the user.

3.4.2 Login Phase
At this phase, the user should have a username, text password and graphical password

to be able to access to the system.
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Algorithm of the login phase

Step 1: Request to login the system.

Step 2: Enter username and text password that entered in the registration phase.

Step 3: Click the "Load Image" button to choose the chosen image.

Step 4: Select the chosen cells in the same sequence that selected in the registration

phase.

Step 5: Press the "OK" button.

After the user registered in the system in the previous phase, now the user can login to

the system. The user can login to the system through the following steps:

1.

The first step in the login phase, the user has to enter his or her username and his
or her text password, which has already been entered in the registration phase.

In the next step, the user has to select the same image that he or she chose in the
registration phase. After the user chooses the image, it will appear divided into a
grid containing 30 cells, as happened in the registration phase.

In the third step, the user has to select the previously selected cells from the image
grid in the same sequence as before. Specifically, the user has to choose the same
cells and in the same sequence that did in the registration phase.

The last step, the user has to press the "OK" button to migrate the entered data to
the database, in this step the inserted data will be passed to the database for
validation. If all the entered data is correct, the user will be notified that the login
process has been successful. In other cases, the username entered by the user will
first be checked if it exists. If there is no match, the system will send an error
message to the user stating that the username is wrong and asking the user to try
again. The next step, check the text password entered, if it is wrong, the system
will send an error message to the user that the text password is wrong and ask the

user to try again.

After checking the username and the text password, the database will check the validity

of graphical password. If the graphical password does not match the username, an error

message will sent to the user to enter the graphical password again and inform the user

that he or she has only three attempts in order to be careful while choosing their password
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on the next attempts. Thus, if the three attempts fail, the account will be temporarily

blocked for 24 hours for security reasons.

Select the

Registration phase Login phase
required ¢
p phase
Enter username, text Enter username and text | ¢
password and details password
. J/
e ‘ ) e p
Select the favorite image Select the selected image
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Successful registration
message
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Entered data
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Fig. 3.2: Flow chart of the proposed system.
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3.5 Verification of the Image Grid Scheme

This section will focus on usability and security analysis. For usability, will focus on
the easiness of registration and login, and will focus on the memorability of the user. For
security, will focus on password space and the extent to which the image grid scheme

provides a defense mechanism against shoulder surfing attacks.

3.5.1 Usability Verification

Akula and Devisetty (2004) stated that the important factors that influence of usability
are the content (images), the spatial layout of the content, and input devices. Whereas, the
use of recognition techniques are considered as the easiest technique to the users to
remember their password as discussed by Tiller (2020). Therefore, this research is based

on the recognition-based technique.

In most of the recognition-based schemes that deal with images, the user takes a lot of
time when waiting to load a group of images. Then the user should recognize the image
that he or she had chosen in the registration phase to be the password from a group of
images that are displayed in the random order in each entry. As a result, the process takes
time to wait for the download and then take time to recognizing, and this is one of the
disadvantages of existing graphical password schemes. In addition, too many distraction
images tend to slow down the authentication process, and if the authentication process is

too tedious, it may create memorization difficulties and annoy users.

Accordingly, the image grid scheme is utilized an existing scheme, pass-image scheme,
in order to allows users to use own favorite image to be their password and that saves a
lot of user's time. Since the user selected the image, the user will not find it difficult to
remember it. Although the pass-image scheme was used, it suffers from security issues
that are resolved and discussed in the next section.

Thus, the image grid scheme will not make the user waits for the download process
that is because the image will load it from user's computer and the user will not take time
to recognize it. Therefore, it is easy to conclude that the login time can reduced greatly.
Moreover, in the login phase, the user will not have to pass through many steps to enter

the graphical password and will not have to do a lot of effort to remember that password.
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3.5.2 Security Verification

Security can be judged based on several important areas; they are brute force search,
dictionary attacks, guessing and shoulder surfing. As discussed in chapter 2, one of the
common weaknesses of graphical passwords is susceptibility to a shoulder surfing
attacks, which is the core of the image grid scheme to provide a defense mechanism
against this attack. In the image grid scheme, the image will be divided to grid consist of
group of cells then the user has to select cells. With this new feature, it will be difficult
for someone standing near or behind the user to notice which cells have been selected.
Thus, the image grid scheme will be resistant to shoulder surfing attack. Moreover, this
step makes the password more secure to guessing attack, where the attacker will not be
able to predict the number of cells that the user had selected, and it is difficult to predict

which of the 30 cells were selected. This feature is

3.6 Summary

In this chapter, the steps of the methodology for the image grid scheme was proposed
and explained, where the Waterfall Model was selected for the image grid scheme as a
guideline for the research. In addition, the steps of development the image grid scheme

was explained as hybrid scheme based on recognition technique and recall technique.

The design of the system and its phases, the registration phase and the login phase,
were clarified and explained, also the algorithm of each phase was explained, where the

proposed system provide ease of use in the registration and login phases.

Moreover, this chapter discussed that the image grid scheme prevent the attacks that
graphical passwords may exposed to, while some previously proposed work failed to

provide it.

Another issue not addressed in this chapter is the extremely large storage requirements,
which is an important issue for recognition-based technique schemes. Although the image
grid scheme is based on recognition-based technique and while the size of typical image
is much larger than text, the image grid scheme does not suffer from storage defects due
to the addition of another new feature to the image grid scheme. As the system will store

the image in the database as a string of letters and numbers, the database will not deal
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with any image. That is, it will not overload the database, and therefore will not cause the
registration and login phases to be impaired.
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Chapter 4

Implementation of Image Grid Scheme

4.1 Overview

This chapter presents the implementation of the system based on the image grid
scheme, which was explained in Chapter 3, where this system was proposed based on
solving the problems that faced the graphical passwords schemes in terms of usability and

security. Also, some of the system interfaces were shown and how to use these interfaces.

4.2 Important Elements of Implement Image Grid System

In this section, the most important elements of usability and security that were focused
on during implement the system will be presented. After investigated the previously
existing schemes, it was noted that the graphical password techniques suffers from a
problem that when the security increases, the usability decreases. Consequently, this
research is focus on the most important elements that the users may request them in the
system to make it easier for them to accept and use the proposed technique as an
alternative to the text password, which they are accustomed to using, and the most

important usability elements are as follows:

e Easy to use: use the mouse (that is, the user can use the system without any
complexity, as the system allows the user to use the mouse to enter the password,
where this is not an additional hardware or the user does not know).

e Easy to create: choosing image and cells are simple process (that is, the user can
easily create the graphical password by ease to choose the image and select cells).

e Easy to memorize: choosing favorite image (that is, that the users can easily
remember their favorite image that used as a password because the human beings
can remember images easily).

e Easy to learn: simple terminology and windows layout, and ease interface
understanding (where these features helps the user to use the system easily and
without complicated problems).

The important security elements that focus on in this research are following:
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Predictable attack: Allowing the user to choose their favorite image makes it an
easy target for guessing attack, especially if the attacker is a friend of the user. Thus,
the feature of splitting the image into a group of cells has been added, this feature
will reduce the possibility of guessing the user's graphical password.

Shoulder surfing attack: when the user chooses the image, if there is a person sitting
next or behind to the user, this person will be able to know the chosen image and
thus this person can know the user's graphical password. Therefore, in this research,
the focus was on adding a new feature with allowing the user to choose an image
as a password while maintaining confidentiality. Where the feature of selecting
cells that has been added provides a defense mechanism against this type of attack,
so that if the person next to the user knows the selected image, he or she will not

know the selected cells.

4.3 Graphical User Interfaces (GUI) of Image Grid Scheme

The proposed system implemented via using Visual Studio 2013 as the developing

environment and Visual Basic.net as a programming language. It is important to notice

that in the design phase the size of cells has a strong impact on the usability of system,

where if the cell is too small, the user has to slow down the speed of choosing the cells.

On the other hand, if it is too big, then the user's password will be vulnerable to shoulder

surfing attack.

For the database, MySQL Server database was used for storing the username and some

information about the users, also the graphical passwords of the users will be stored as a

text in the database, where MySQL Server database is a programming language for

databases that is close to human language. Figure 4.1 shows the window of the system.
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HOME SIGNUP SIGNIN ABOUT CONTACT / N\ X

Welcome to IPG System

" Image Presented as Grid "

Please select one of the
above pages

Fig. 4.1: Main window of the system.

As shown in the above Figure, the window contains welcome message and contains a
set of menus at the top of the window that facilitate access to the system windows. Also
this window contains (?) button at the top right of the window, when the user press this

button, an window will appear on how to register in the system proposed as shown at
Figure 4.2.

HOME SIGNUP SIGNIN ABOUT CONTACT 7

Gl 3l aaioadl ot Jaof 1
'Load Image' _J (o szl Syl
el a5 50 Jiand

s 4 sl a LA Ao sanaS 5 peall e Al Loy 2

SAay Accept 5 o ozl Js s, Ll dlilus dla 33
Lol Lol siley Reset Cells Selection UJ e asazl!
_Reset Image _J o lasal Sl 555l il 4
Accept U o dacall a3 sl 4l JLIY 5
Joall et

s A il 5l

—
o

SOy
-

Fig. 4.2: Information window.
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Will notice that the first menu is named "Home" in the menus bar, which refers to the
current window, the start window. If the user is in the main window and presses this
menu, the user will be notified that he or she is on the main window as shown in Figure
4.3.

HOME SIGNUP SIGNIN ABOUT CONTACT 2 X

Fig. 4.3: Notify message.

Where the "Home" menu is followed by a set of menus, including the “About” menu,
when clicking on it, the user will be directed to an window containing some details about
the proposed system. There is also a “Contact” menu, which an window containing the
researcher’s accounts in case the user needs to communicate with the researcher. These

windows will be shown in Appendix B.

4.3.1 Registration User Window

The menu that follows is the "Sign up" menu for the new user who does not have an
account on this system, where when pressing this menu button, the user will be directed
to the registration window shown in Figure 4.4.
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O R ot scon

Fig. 4.4: Sign up window.

This window contains some information that the user has to enter, some of them are
optional and others are obligatory to enter. The system gives a unique serial number for
every new user, but the user should not have to remember it or enter it at the login phase.
Will notice that, there is a text box for entering the user First Name and Last Name in
order to identify him or her, and a text box for the E-mail to communicate with the user
in the experiment phase. Also, note that there is a “Job” option, this option has been added
to help the researcher know the extent of the diversity of the sample taken from the

community, as there are three options: student, employee or other.

One of the information that the user has to enter is the "Username”, as the function of
the system in the verification step is to ensure that there is no such username entered in
the database, if there duplicate, the user will be notified to entered another username.
Moreover, because this information is important and the user is required to enter it, in the
event that the "username" is not entered, the system will send an error message to the user

for asking to enter another "username™ as shown in Figure 4.5.
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Lod s Rev el scion

Fig. 4.5: Asking the user to enter a username message.

In order for the user to be registered in the system, the user has to enter a text password
and it should be restricted by the conditions mentioned in Section 3.4.1, in the Algorithm
of the registration phase section. If the user does not enter the "text password", the system
will send an error message to the user for asking to enter "text password" first. Will be

shown in Appendix B.

After entering the text password, the user has to choose the graphical password to
complete the registration phase in the system by pressing the “Load Image” button shown
on the window, where will appear to the user a window through which he or she can
choose the wanted image. Consequently, after the selection process, the image will appear
to the user in the form of 5x6 grid divided into 30 cells as shown in Figure 4.6. To finish
the process of choosing the graphical password, the user has to choose from 2 to 4 cells
to be his or her password, as notice the presence of a small box below the image shows
to the user the number of cells that has been selected. Below the image, there are two
buttons: “Reset Image” button to reselect the image in case the user’s opinion changes,

and the “Reset cells selection” button to reselect the cells.
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Reset Cells Selection

Fig. 4.6: Image displayed as a grid.

At the end of the process, the user has to press the “Accept” button to confirm the
registration process. If all the entered data comply with the conditions, the user will be
registered in the system and the data will be stored in the database then notified the user
that the registration process was completed successfully with a message. In the event of
any error or failure to entering any of the required data the user will be notified with a

message.

4.3.2 Login User Window

After the user has registered in the system, the user can login while participating in the
experiment phase by clicking on the "Sign In" menu to show the login window as shown
in Figure 4.7.
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n Reset Cells Selection

Fig. 4.7: Login window.

On this window, the user is asked to enter the username that entered at the registration
phase and the text password that the user was created. Also, note that there is "Load
Image" button whose task is the same as the "Load Image" button on the sign up window,
where the user has to reselect the image and the selected cells at the registration phase

and then press the "Login" button.

At this step begins the process of validating the data entered in the database, in the
event of an error, the user will be notified about the error that entered. If all the data that
entered are correct, the user will be notified that the login process was completed
successfully through a message.

The purpose of the login phase is to obtain the results required in order to evaluate the
image grid scheme that proposed in previous chapter based on usability and security terms
as mentioned in Sections (2.5, 3.5).

4.4 Overview of the Database

As mentioned earlier MySQL database was used for storing the username and the
graphical passwords of the users. Where MySQL database systems was chosen to use in

this work because it is characterized by ease of use, stability and speed. It is also
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characterized by security, as MySQL system provides this feature with a complex system
to access to the database, and a system to prevent any user from accessing the database
Zaki, E. (2020)

One table just was created named 'users' with eight columns namely id, fname, Iname,
username, tpassword, email, job and image_Password. These stores the username, some
optional information, the text password and the graphical password in separate columns.
Where the graphical passwords will be stored as a combination of the image source with
the name, and the name of selected cells. Figure 4.8 shows a screenshot of the database
table.

| fname | Iname | uname email |_i|:|L1

Amna Saed N 443 Student P12P11P22P21
amina saleh amina nshad Mew Beginning  Student P12P12P12P12
eman ahmad eman e Phone Num Student P13P12PZ23P22
Somia Hussin Samo Student

safa muftah talen wi Student

kholud koka zezookholoud ez0.. Phone Num Student

walaa elshreef mhbolaad Fww phone number  Student

abdoalzwey a askm askmldaz Student

naser abdaljleel naserd7 elshaarawy 50 e Student

abdalmuela algmate algmate13 119955abdo sta Student

fardus suliman dosa dosaldf in Student

rehab miled twetty noty mehamed phon num Student

esraa gumma Esraa phone num Student

amna sami amna 15w67 phone num Student

usya ethetani 50508 tod5 +Esraa Student

naima maontaser ily ndolnbal +Esraa Student

larmya dabnoun lamyadabnoun : lamyadabnoun... S

denya almajdop dody._.up

salma ibrahim salmaibrahim21

zainb omar robal3 oS Student

asilah mahammed 500 5 3 Phon Num Student

ahama eloribi ahmadoea aoeribid29542 ahnademrand?... Student

amona amana

NULL NULL NULL NULL NULL

Fig. 4.8: Screenshot from the database.

4.5 Summary

This chapter presented the implementation of GUI_ image grid scheme, user

registration window, login user window and the used database.
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Chapter 5

Experiment and Results

5.1 Overview

This chapter discusses the experiment conducted to test the proposed system that based
on the image grid scheme. The experiment was conducted on a random sample of the
community, and the details of the case study conducted on this sample are mentioned in
this chapter. The results were also analyzed in terms of usability and security, and
compared with previous research. The system was implemented and ran on SAMSUNG
laptop with 2.50 GHz Intel Core i5 CPU, hosted 4.0 GB of RAM and 14-Inch high-

resolution screen.

5.2 Case Study

An experimental study was conducted to explore whether users would be satisfy about
the use of the graphical password as an alternative to the text password, and whether it is
more memorable of the text password. The results obtained from this experimental study
helped in knowing whether the image grid scheme had fulfilled the requirements for

which it was proposed; also, it helped in answering the research questions.

5.2.1 Participants of the Experiment

The total number of participants who were recruited is 293 participants, but only 225
participants completed the experiment to the end. The sample was from three different
places: University of Benghazi - Faculty of Information Technology, University of
Benghazi - Medical Faculties and Ajdabiya University - Faculty of Science. Table 5.1 list
the number of participants with their categories, which was obtained through the first

category in the questionnaire.
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Category Information classification No. of participants
Age Less than 18 3

18 -44 208
45 - 64 14
Gender Male 72
Female 153
Education High school graduate 38
Undergraduate student 122
College graduate 41
Postgraduate student 13
Master's/PhD degree 11

Table 5.1: Number of participants of the experiment.

5.2.2 Pre-stage of the experiment

1. The first step taken by the researcher in this experiment was to introduce the
graphical password techniques, then explain the program and its purpose before
starting the experiment for each group.

2. Some basic concepts, such as text password length, cells selections at creation the
graphical password and the importance of memorizing the order of selection of
these cells were clarified, in order for them to understand the policies they were
going to face.

3. The participants were informed that the steps on how to use the program are
available and can be accessed by simply clicking on the (?) sign on the top right
of the system window in case they need help.

4. The participants were not given suggestions about how to choose a secure
password or any mnemonic strategy. In addition, in the process of registering
participants, they were allowed to choose their favorite image, as some of them
sent the image to the used computer in the experiment.
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5.3 Experiment

The participants were selected randomly, as they in the experiment were divided into

10 groups. Each group went through three sessions in order to evaluate the usability and

the security. The user study was started with the first session for each group, where the

sessions was in a laboratory environment.

5.3.1 Session 1: Registration Stage

1.

This session took about a month to gather enough participants, an explanation of
how the program works was presented. In addition, participants were introduced
to the purposes and procedures of the experiment by watching a 5-minute
presentation using PowerPoint program.
Based on Section 4.3.1 and Figure 4.4 the participants create a graphical password
and a text password.
In creating the graphical password, users had to select a distinct image, and they
were allowed to use an image sent from their phones to the device that used in the
experiment.
a. To finish the process of creating the graphical password, the participants
had to select cells from the image displayed as a grid.
b. When the participant chose the image, it is divided into 5x6 grid and each
cell in the image was given a default name.
To create a text password, users were required to enter at least eight characters
with one number at least, as per the security requirements of the image grid
scheme system on text passwords mentioned in Section 3.4.1. They were also
asked not to choose password they had previously used.
When the participant clicks the OK button, the system will provide feedback on
whether the username, the graphical password and the text password are valid or
not.
a. If the data entered is valid and correct, the user will be registered in the
system.
b. If one of the entered data is invalid, the user will be notified of the entered

error with a message.
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6. During this session, the time it took for each participant to create the text password

and graphical password was recorded, as these results will be explained in results

section.

5.3.2 Session 2: Login Stage

1.

This session was started two weeks after the registration session for each group
separately.

At the login session, the participants were asked to login, where they has to enter
the username that was entered in the first session at the registration phase in the
system.

Then enter the text password and the graphical password that they created
previously.

Each user had three opportunities to enter the both passwords correctly. If the user

filed the system will block the account for 24 hours as shown in Figure 5.1.

. o
I s s

Fig. 5.1: Block account message window.
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5.3.3 Session 3: Re-login and Filling Out the Questionnaire

1. The last session was two weeks after the second session, where participants were

asked to enter their username, the graphical and the text password, which they
generated in the first session and tested in the second session.

In this session, the time that took by each participant to remember the text
password and the graphical password, and the number of attempts for each
participant to login to his or her account were recorded.

The number of participants who forgot their text password and the number of
participants who forgot their graphical password were recorded, as the
participants who forgot their graphical password were not forgetting the image
that they used, but rather forgetting the sequence of selecting the selected cells.

These results are described in the Section 5.5.

. After each group completed the third session, the participants were given a

questionnaire to collect the results obtained from the experiment, and complete
transparency and credibility was requested from the participants while filling out
the questionnaire, also writing any notes that the researcher could use to develop
the system.

5.4 Questionnaire Construction

The questions of the questionnaire were developed in a scientific way with the help of

Dr. Salem Al-Azraqg (2018), a doctor in the Department of Sociology - Faculty of Arts at

Ajdabiya University. The questionnaire consists of twenty-two questions divided into

four main categories as follows. The questionnaire will be attached to Appendix A.

1.

General information: This is the first category of the questionnaire that includes
general information about the participants from the point of view of age, gender and
education. This information was presented at Table 5.1 in Section 5.2.1.

General Perspective towards password: This is the second category of the
questionnaire and it consists of three questions, as it gives a clear view on how the
participants deal with the password. The participant has to choose one of the
following answers: Strongly disagree, Disagree, Not sure, Agree or strongly agree.
Evaluation towards the complete system of the graphical password system: In this

category, evaluation of the complete system of the graphical password system is

61



CHAPTER 5: EXPERIMENT AND RESULTS

also important in this questionnaire. Where it helps to know the participants’
comments about the graphical password system in terms of the system’s
performance to know how they feel about the proposed system and whether they
are satisfied with it or no. The answers range from completely dissatisfied,
Dissatisfied, Not sure, Satisfied Completely to satisfied.

4. Evaluation towards the features of use within the graphical password system: This
category consists of eleven questions, which generally include the user's acceptance
of the proposed system and how easy it is to use and create the graphical password,;
it also includes easy learning and remembering questions. Each question has five
answers describing the ease or difficulty of using the prototype ranging from very

difficult, difficult, uncertain, somewhat easy, and very easy.

5.4.1 Data Collection

Data was collected from participants who answered the questionnaire regarding ease
of password generation and recall-ability after a certain period of time, and compared
with ease of remembering the text password. Whereas, data was collected immediately
after participants completed the test task in Session 3. Where the users were required to

use five-point scale ratings as shown in Table 5.2.

Completely Dissatisfied | Dissatisfied | Not Sure Satisfied Completely Satisfied

Very Difficult Difficult Not Sure | Not difficult Very Easy
Strongly Disagree Disagree Not Sure Agree Strongly Agree
1 2 3 4 5

Table 5.2: Five-point scale ratings.

5.5 Evaluation of the Results

The results are reported below by experimental phases: registration phase and login

phase. The relevant questionnaire results are also reported for each phase.
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5.5.1 Registration Phase Evaluation

In the registration phase, the participants generated two passwords, which are text

password and graphical password. The time required to generate both passwords was

measured, where the graphical password technique is a new technique to the participants.

Table 5.3 and Figure 5.2 in respectively shows average time spent to generate text

password and graphical password, and number of participants per category of average

time taken. Which calculated for 200 out of 225 participants, as the participants did not

take much time to generate the graphical password, while when creating the text password

they took more time in thinking to try to fulfill the required security conditions.

1.15 Sec 1.30 Sec 2 Minutes 2.30 Sec
Graphical password
87 73 32 8
Text password 46 65 58 31

100
90
80
70
60
50
40
30
20
10

Table 5.3: Average time to generate a password.

87

73

1.5 Sec

32

GRAPHICAL PASSWORD

1.30 Sec

2 Minutes

46

2.50 Sec

65
58

TEXT PASSWORD

Fig. 5.2: Average time to generate a password.

5.5.1.1 Evolution the Simplicity of the System

31

Regarding to the simplicity of the prototype system, 89% of the participants indicated

that they directly understood the program clearly, while the researcher repeated the
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explanation for 11% of the participants and used some examples. In addition, 30% of the
participants were trained because they did not have a clear background on the use of

computer programs because they were not specialized in information technology.

5.5.1.2 Evolution the Simplicity of the Graphical Password

In the questionnaire in Section 111, the participants were asked a question about the ease
of creating graphical password; the answers of the participants are as shown in Figure
5.3.

%5

%15 oA Very Difficult
Difficult
Not Sure
%24 Fasy
%42 Very Easy

Fig. 5.3: Difficulty rate of graphical password generation.

Regarding the previous figure, 94 of the participants agreed that the creating of a new
graphical password is easy process, and 34 participants answered that creating the
graphical password is a very easy process, while the rest of the answers varied between
difficult and neutral in creating the graphical password. Only 11 participants answered

that it was a very difficult process.

5.5.2 Evaluating the Usability of the System

Usability relates to the "ease of use™ of a product or system. Whereas, (International
Standards Organization) 1SO 9241-11 provides guidance on usability and defines it as

follows:
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“The extent to which the product can be used by specific users to achieve specific goals
effectively, efficiently and with satisfaction in specific use contents” (1SO, 2021). Based
on the ISO rating, usability revolves around three criteria by which the usability of a

software can be measured , which are as follows:

e  Efficiency: how much effort (time) does it require?
e  Effectiveness: users can achieve what they need to do by using the product.

e  Satisfaction: how do they feel about their interaction with the product?

In addition, usability can be assessed by quantitatively or qualitatively methods. Where
quantitative metrics are particularly useful in evaluating the impact of design features on
usability. While qualitative metrics provide insights into user satisfaction. In the next
section, the 1SO 9241-11 standards for software measurement are combined with the
standards of quantitative and qualitative methods in order to obtain clearer and more

accurate results.

5.5.3 Quantitative Metrics

Quantitative metrics are used to evaluate the login phase in order to measure the user's
usability of the system. After linking metrics that commonly used in quantitative metrics
with standards that developed by ISO 9241-11 standards, the proposed system was

measured as the following:

5.5.3.1 Efficiency

In this research, password effectiveness was measured as the proportion of participants
who logged into the proposed system in a given time period. Whereas, at the time of login
to the image grid system, the number of participants who requested instructions on how
to use the registration window and the login window was counted. Also, the number of
their attempts to login to the system in the login session and re-login session that

mentioned in Section 5.3 were counted. Where these data were illustrated in Table 5.4.
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Login _
Instruction
Attemptl | Attempt2 | Attempt3

Session 1: Registration stage No need to login 69
Session 2: Login stage 187 36 2 34
Session 3: Re-login and filling out

) ) 150 48 27 2
the questionnaire

Table 5.4: Participants who required instruction and their attempts.

Figure 5.4 shows the average login time in the third session, which is the re-login
session. Where notice that the average login time fluctuates between good and weak, and
noting that a few participants were unable to login because they forgot their password,
which was the text password, and this is due to the difficulty of remembering texts and

numbers for human memory compared to remembering images.

%8 %10

Completely satisfied
%22 Satisfied

Not sure

Dissatisfied

%36
Completely dissatisfied

%24

Fig. 5.4: The average of login time.

The data shown in the previous figure was obtained from the questionnaire in appendix
A, from a question was asked to the participants in the third category about the time of
login.

v" Where 22 participants reported that they were being completely satisfied with the
login time.

v’ 82 participants reported that they were being satisfied
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v’ 54 participants whose answers were neutral with not sure.
v As 49, 18 are the rest of the participants and their answers were between

dissatisfied and completely dissatisfied in respectively.

5.5.3.2 Effectiveness

The success rate for entering a password correctly is a common metric for
effectiveness. Figure 5.5 shows participants' attempts to login to their accounts by the
graphical password on the second and third sessions, which illustrating how well users

remembered their password.

Attemptl Attempt2 Attempt3

187

200
180
160
140
120
100
80
60
40
20

150

36
48
27

SESSION 2 SESSION 3

Fig 5.5: Participants' attempts to login.
From the previous figure, note that in the second session:

v’ 187 participants successfully enter to the system from the first attempt.
v" 36 of the participants success from the second attempt

v"Just two participants success in the third attempt.

In the third session:

v" 150 participants successfully enter to the system from the first attempt.
v’ 48 of the participants success from the second attempt.

v’ 27 the participants success in the third attempt.
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From these results, it is noted that the number of participants trying for second and third
attempt in the third session has increased than in the second session, where the difficulty
was in remembering the order of the selected cells. Some participants did not focus on
the order of the selected cells in the registration phase in the first session, which led to

confusion remembering their arrangement.

5.5.3.3 Memorability

The ability to remember can be supported by making use of a user's pre-existing
knowledge rather than requiring users to memorize new or random information. As this
image grid scheme was created based on the idea of the users using their favorite image,

and therefore the user will not need to search an image from a group of images.

Figure 5.6 shows the results obtained from asking question in the section iv in the
questionnaire, which shows that the rate of participants who were able to remember the
graphical password is better than the rate that they remember the text password. Where
this result boost the previous research that demonstrated that a person can remember
images more easily than alphanumeric strings, which making the proposed technique in

this research a good alternative to text password in terms of usability.

Excellent Good Weak Forget

200

183

180
160
140

114

120
100
80

69

60

36
35

40
20

o ~
o

GRAPHICAL PASSWOD TEXT PASSWORD

Fig. 5.6: Comparison of text and graphical password memorability.
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5.5.4 Qualitative Metrics

Regarding qualitative methods, insights on user satisfaction were collected and

determined in Section iv of the questionnaire. Where the results were as follows:

Overall program quality assessment Repetition of answer
Very easy 80
Easy 108
Not sure 34
Difficult 2
Very difficult 1

Table 5.5: User satisfaction.

From Table 5.5 can notice that most of the users choose satisfied answer, which means
that the majority are satisfied with the system. Figure 5.7 shows the percentage of all
system evaluation answers to the user perspective question of the graphical password
system. It notes that the participants are 48% satisfied with the graphical password system
and 36% very satisfied and that means 84% of the users are satisfied with the proposed

system.

o2 71
%15

Very satisfied

%35

% Satisfied
Neutral
Dissatisfied
Very dissatisfied

%47

Fig. 5.7: Percentage of user satisfaction of software quality.
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5.5.4.1 Solution of Storage Defects in Image Grid Scheme

As mentioned in Section 2.5.1.4, usability issue facing the graphical password
techniques is the storage defects. Whereas, most of the existing schemes have storage
defects; where when storing images in the database, the size of the database becomes
large, resulting in slow storage and data retrieval from it, which generates boredom to the
user and making the user to returns to traditional authentication processes (text
passwords). In the proposed scheme (image grid scheme), will not be stored images in
the database as previously mentioned, as the graphical password will be stored as a string
of letters and numbers, so the proposed scheme will not be exposed to storage defects.

5.5.5 Security Issues

This section discusses the results of the Image Grid scheme's resistance to the most
important attacks to which graphical password techniques can be exposed, which were
mentioned in Section 2.5.2.

5.5.5.1 Brute Force Attack

The main defense against brute force attacks is to have a large enough password space.
Throughout this work, the term password space will be used to describe the strength of
passwords. The password space of recognition-based techniques largely depends on the
size of the content. The password space of recognition-based techniques, as cited by

Xiaoyuan (2006), is a function of the total number of images:
Password _ space =f (s x n)

Where S stands for the number of views/validation rounds while N stands for the

number of images per page.

However, in the image grid scheme the password space will not depend on the image
or the image content. Because, as indicated earlier, the password will not be stored in the
database as an image, it will be stored as a text string. Where the password will consist of
two segmentation, the first segment is the source and label of the chosen image and the

second is the default label of the chosen cells that the system will assign to them.
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In this research, the graphical password space will be computed as computing the text
password space, which is mentioned in the chapter 2. The text-based passwords have a
password space of 94N, where N is the length of the password and 94 is the number of
printable characters excluding SPACE button. Where the system will require the user to
choose an image where its label consists of a number of characters not less than 25
characters. The system will then create a default label for each chosen cell, which will

consist of two number and one letter.

Thus, for example, assume that the user chooses only two cells to complete the

password, the number of passwords will be as follows:

Password space = number of characters of the chosen image's label + number of

characters of the chosen cell's label.
Password space= 25+ 3+ 3= 31

Therefore, if there are 94 alphanumeric and type-able symbols excluding SPACE on
the standard keyboard the password space for the previous example will be 943 =
1.47x10%2,

Consequently, due to the large password space, it is hard to carry out brute force and

dictionary attacks for this proposed scheme.

5.5.5.2 Shoulder Surfing Attacks

Most of the graphical password schemes are vulnerable to shoulder surfing attacks. In
the image grid scheme, a feature has been added to the image, which is divide the image
as a grid consisting of 30 cells, and the user has to choose 4 cells to complete the process
of generating the graphical password, so if the attacker knows the chosen image, it is

difficult to know the four selected cells.

5.5.5.3 Dictionary Attack

Dictionary attack is a method of breaking into a password by systematically entering
every word in a dictionary as a password. Thus, since the image grid scheme is based on

recognition-based techniques where it only involves mouse input rather than keyboard
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input, dictionary attacks against this type of graphical password are difficult to

implement.

Moreover, in the event that the attacker has discovered that the graphical password is
stored in the database as a text string and tried to systematically enter each word in the
dictionary, the attacker will not be able to hack the password easily because it have a large

password space.

5.5.5.4 Spyware

Spyware is malware designed to get into your computer to track the movement of the
mouse to find out the password. Mouse movement alone is not enough to crack graphical
passwords, as this information should be related to application information, such as
window position and size, as well as timing information. Also, the image grid system is

an offline system, as a result it is difficult to be exposed to such type of attacks.

5.5.5.5 Predictability

The chances of creating weak password are high in recognition-based password. Some
studies by Davis (2004) showed that the user's choices of graphical passwords are often
predictable. Such as the pass-image scheme, which allows users to use their own images
would make the password even more predictable, especially if the attacker is familiar
with the user. Where the image grid scheme is based on that existing scheme (Pass-Image
scheme).

Therefore, while allowing the users to select their own images makes the password an
easy target, in the image grid scheme there is another step should the user followed it,
which is the choosing of a group of cells to complete the creation of the password, this
step makes the password more secure. Consequently, if the attacker knows the image, it
is difficult to discover the selected cells and the order in which the user selects these cells,
thus the guessing will be very difficult in this case. Therefore, this system has the property
of defending against this type of attack.
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5.5.5.6 Social Engineering

While social engineering attacks rely on human interaction and are very similar to

guessing attacks, this image grid scheme can be difficult to crack with this type of attack.

Since no matter how the attacker is familiar with the user, he will never guess the order

of the user selection of cells, and even if the user shares his chosen cells with someone, it

is difficult to share the order.

5.6 Comparison of Various Schemes

Based on Table 2.1 which mentioned in Section 2.4 , the proposed image grid scheme

can be compared with the existing schemes that it was derived as follows:

Scheme
Image Grid Scheme | Pass-Image Scheme | Pass-Point Scheme
Attacks
Brute force No Yes No
Shoulder surfing No Yes Yes
Dictionary No No No
Predictability No Yes No
Spyware Yes Yes Yes
Social Engineering No Yes No
Storage Defect No No No
Tedious Process No No Yes

5.7 Summary

Table 5.6: Comparison of various schemes.

This chapter presented experiment for 225 participants and verify that the users were

satisfied with the use of the graphical password as an alternative to the text password,

where the proposed image grid system was more user-friendly and memorable.
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In addition, the three sessions that the participants went through in the experiment were

illustrated.

The data that obtained from the questionnaires were explained and clarified with the

help of a set of figures, tables and charts.

At the end of the chapter, the system was evaluated and assessed whether it met
usability metrics. Also, evaluated security metrics and verifying that the image grid
scheme it provided defense mechanisms against common attacks against graphical

password techniques.
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Chapter 6

Conclusion and future work

6.1 Overview
This chapter summaries the advantages provided by the Image Grid Scheme, review
the principal contributions, the conclusion of the research and presents recommendations

for the future works.

6.2 Contributions of this Research
This work has contributed to introduce solutions in the area of graphical password
techniques by conducting thorough review and comparison of existing schemes. New

scheme then developed to allow the stated aims and objectives to be achieved.

Specifically, this research has introduced three questions in Chapter 1, which have
facilitated the creation of the proposed scheme (image grid scheme), which were

answered as follows:

Are graphical passwords as secure as text passwords?
Many research and schemes have been presented in the field of graphical passwords to
prove that they are more secure than text passwords, but in each scheme that provides

high security compared to text passwords, there are shortcomings in terms of ease of use.

Therefore, this study was to investigate and solve the security deficiencies in the
previous schemes then presented solutions to these deficiencies, where the image grid
scheme did not focus on these security shortcomings and excluded the importance of ease
of use, as it balance between providing high security with providing ease of use. After the
obtained results discussed in Chapter 5 Section 5.5, the system that based on the new
proposed graphical password scheme (image grid scheme) is considered to be as secure

as the text password.

How does a graphical password system measured?
The most common metrics for measuring passwords were discussed in the previous

chapter, as password systems can be measured in two respects: usability and security.
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Under each item are the most important metrics that can be used to measure graphical
password systems. These metrics is discussed in Chapter 5 Section 5.5, where the

usability metrics are:

Efficiency.
Effectiveness.
Memorability.

User's satisfaction.

NS NEE N NN

Storage defects.

The security metrics are:

Brute force.
Shoulder surfing.
Dictionary.
Predictability.

Spyware.
Social Engineering.

NN N N N RN

How far is the user’s acceptance to the new technology?

The results that obtained and discussed in Chapter 5 in Section 5.5.4 show that most
users have been satisfied and accepted the using of the graphical passwords instated of
text passwords, because it is an easy-to-use and memorable technique especially for

people who have many accounts.

6.3 Conclusion

This research included a review on the authentication methods that exist in information
security systems, where the research focused on two authentication techniques under the
item of knowledge-based authentication techniques (text password techniques - graphical

password techniques).

1. A comprehensive study of the current graphical password schemes, especially

those that depend on recognition techniques, was conducted.
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a. The usability features of specially those of recognition-based technique
schemes were studied in order to obtain the best usability features, which
assisted in creation the image grid scheme.

b. The comprehensive study also focused on the most important weaknesses
in the existing schemes on graphical password technique, and the
shortcomings of these schemes were address.

2. This work aim to introducing a new graphical password scheme that utilizes the
usability features that obtained from the comprehensive study, which gained from
Pass-Image Scheme that depends on users choosing their favorite image as a
password, while increasing defense mechanisms against the attacks that can be
this scheme exposed to it.

3. The Pass-Image scheme has been improved by adding new feature, which is
divided the chosen image to 5x6 grid.

a. The new feature depends on the user's selection of a group of cells from
the chosen image. This feature is considered as a cued recall-based
technique in graphical password techniques, whereby when the selected
image by the user is displayed as a grid it will be easier for the user to
remember the selected cells.

4. The image grid scheme is presented as a hybrid scheme, which combines the
recognition-based technique and the recall-based technique.

5. An experimental system was designed based on the image grid scheme by Visual
Basic 2013 as a development environment, Visual Basic.net as a programming
language and My SQL Server as a database.

6. An experiment was conducted using the image grid system on a random sample
of the community, where the experiment was conducted in its three sessions by
225 participants out of 294 people who applied for the experiment.

a. The participants were divided into 10 groups, each according to the place
and the time in which each participant was chosen to be a participant in
the experiment.

b. The sample was from three different places: Faculty of Information
Technology - University of Benghazi, Medical Colleges - University of
Benghazi and Faculty of Science - University of Ajdabiya.

c. Direct observation, test and questionnaires were used as study tools in this

scientific research to evaluate usability and security metrics of the image
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7.

8.

10.

grid system, where the questionnaire focuses on evaluating the entire
system and usability metrics.
By analyzing the questionnaire results that were measured by quantitative and
qualitative methods, the image grid system bears the usability metrics that were
identified as the objective of this work.

a. Where 183 participants answered in the questionnaire questions that the
graphical password is better to remember than the text password, while
only 6 participants answered that it is difficult to remember compared to
the text password.

b. In section iv of the questionnaire, participants were asked to evaluate the
image grid system from several aspects and the results were: 80
participants answered that the system is very easy, 108 participants
answered that the system is easy, 34 participants answered with a neutral
answer, two participants answered that the system is difficult, and one
participant answered that the system very difficult.

Previous results showed that the graphical password is an easy-to-learn and easy-
to-use technique whether the user knows how to use the computer or not, and the
majority of participants preferred it as an alternative to the text passwords.

Form Section 5.6, the results also showed that the proposed system that based on
the image grid scheme provides a good defense mechanism against the attacks
those graphical password techniques exposed to it and provides better security
than that provided with using text passwords.

The results of evaluating usability and security metrics that mentioned in Section
5.5 and 5.6 respectively, which showed that the proposed Image Grid scheme has
obtained the objective of this work, which is the balance between the usability and

the security.

6.4 Future works

There are several extensions could improve the performance of this work:

Improvement the system to be an online system as well as a mobile application

with more security against the spyware.
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e Storing the chosen images by the users on the server, so that when the user opens
the system from anywhere and from any device, the users will find their chosen

image.
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Questionnaire of User Satisfaction

Dear user...

Thank you very much for completing this survey. Your response will be highly
appreciated and it will help us greatly to evaluate and to improve our system.

Section |

General information about users

Please tell me just a bit about yourself

Your Age
[0 Under 18 0 18-44 0 45-64
[] 65orover O | prefer not to respond

Your Gender

1 Female 0 Male

Your Education Level

0 High school graduate 0 Some coursework 0 Undergraduate student

O College graduate O Postgraduate student O | prefer not to respond
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Section 11

General Perspective towards password

Strongly Disagree Not Agree Strongly

disagree sure agree
| prefer to use easy password O i O O O
| prefer to use text password in my O d O O O
applications
| prefer to use graphical password O O O O O

Section 111

Evaluation towards the whole system of the Graphical password
system

How satisfied you are with the Graphical password system as general in terms of:

(For each of the following questions, please tick the answer that best expresses your
opinion)

Completely Dissatisfied Not Satisfied Completely

dissatisfied sure satisfied
Login time O O O (] (|
System response time O O O O O
Clarity O O O O (|
Ease of use O O O O (|
Overall performance O O O O O

88



APPENDIX A: SYSTEM EVALUATION QUESTIONNAIRE

Section 1V

Evaluation towards the usability features inside the Graphical
password system

Ease of use, ease of learn and ease of memorizing the password of the graphical password
system

Please rate the “usability” of each part of the system based on how easy or difficult it was
to perform, and tick the appropriate box:

Very Difficult Not Easy Very
difficult sure easy
Using the mouse O O O

Using the keyboard

Ease to creation of graphical password
Ease to choose the images

Limited number of images

Ease to memorize

The system is ease to learn

The system is simple terminology

The window layout is well designed

The window is properly formatted and
understandable

The system has improved my understanding
of the graphical password

O OoOoo0O0O0O0Ooon
N I I I I O O O O
O OOoOO0o0O0O0O0Oooo
N I I I O O O O
O OOoOO0oO0O0O0OoOooOoo

In your own words, what are the things that you would most like to improve in the
program?

Thank you for your feedback it is highly appreciated
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System’s Interfaces

When the user enters the system, the following window will appear:

HOME SI(‘iNUP SIIGNTN ABIOUT CONTACT / 20X

A

Menus of the
system

? \; Welcome to IPG System

\ " Image Presented as Grid "

Please select one of the
above pages

Main window.

If the user is in the "HOME" window and press "HOME" button, the system will notify
the user by message shown in the following window.

HOME SIGNUP SIGNIN ABOUT CONTACT 7 N ? X
4 O N

%

Warning message.

91



APPENDIX B: SYSTEM'S INTERFACES

The second option in the menu bar is "Sign up™ which is the registration window in the
system as shown in the following window.

Registration window.

The option that follows this menu in the menu bar is the option for the login window in
the system. When you press this option, the following window appears:

st

n Reset Cells Selection

Login window.

If the user needs to get to know the system, he can click on the “About” menu in the menu
bar at the top of the window, as this information was written in Arabic, because the
participants’ mother tongue is Arabic. The following window will appear:
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HOME SIGNUP SIGNIN ABOUT CONTACT 7

Authentication
System

T3 50 Croasiuf 40a Lngial Sulad pa JUaill 13a
(el ¥l Jual Al iy ey 3

e Yoy a0 eSS 5 ) peall alasfiad fane o oy Uil 138 o Cm
DSl Al 550 lalS s Ay 5 Anaill el L Llasiul
M i 8 3 AN iy

el 13 e Leankad 53 jlaill o3s daca LY
O Sl Clgal M1 e e gana (1o Sl Japal]
ol K58 N Gkl lad jall Gae daua
U8 peall K340 pasiisdll
Y SH (e Je!
ED N

About the system.

The last option in the menu bar is the “Contact” option, as when clicking on this option,
the user will be directed to an window containing the researcher’s accounts, displayed on
the next window, in the event that one of the participants needs to communicate with her
to learn more about the system.

HOME SIGN UP SIGN IN ABOUT CONTACT 2 3¢

Contact With
Me

Amna ibrahim89(@ Yahoo.com
Ammona_jamal @Instagram
Amna ibrahim89 @ Twitter

Amna Jamal @Facebook

Contact window.
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At the top right of the window you can notice the "?" When pressed, the user will see the
following window, which contains briefly how to use the system.

HOME SIGNUP SIGNIN ABOUT CONTACT

Q\_ﬂ_-__j\éj\,-Je oo | past Jdast 1
'Load Image' _J o baozt 34,1l
Sl a5 5m Jraadl
Loa 4 il e A LS e s s ppall e D lay 2
S€ay Accept | Lo Laiall s s jlad Lbali Shilua dlla 5 3

Lall sl saleY  Reset Cells Selection U (Ao laszlt
_Reset Image _J o leall Sl€ars ;50 a0 susdl 4
~Accept U5 Slo lasd) a8 sl Aee LY 5

Jdsdal Gl
G Al ol :‘45‘ 5 paasall a5 55 Jlssh 5,0
sl A sl 8 5 il s e 3 Lellasl
) S Lall i Zaa sl
sAdaadle
5 seall LA Sltal Cony
Lo lis) (o5 5 i
s e =
sl

Use's information window.

When the user presses on one of the previous menus, which are located in the menu bar

at the top of the window, you can notice a line below the selected menu in order to
increase the clarity to the user that he has chosen this menu.

The user may make some mistakes while registering in the system, such as pressing the
registration button without entering the information that he is obliged to entered.
Therefore, if the user falls into one of these errors, the user will be notified with an error
message to be alerted. These messages will be explained in the following windows:

@ Please Enter Username First
Information
User do not enter username.
should be entered
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Lo e CR receb sacin

User do not enter the text password.

@ Load Image First

$lsa

Lot e o

User do not enter the graphical password.

®© v B euailis > el > VIO || e sall Pl
s v EVICINESS =~ M@

~

] 5yl aba> ole A
B el g &
8 oyt = D
<, i o
18 yiguatli s 06ORS-bTTT-4)  SOMBIGO-cdcs-40  28506cTd-435a-4  decalect-a97a-d ||
> 1§ ol ea-a8df-1c394eb  45-8300-a749d20  7bd-a714-e03247  3ad-9c59-ceabl2

b Bl jeuall 96d35 €c537 3d7921 b90e24
4

b (B olaimuall
> b Gasugall
b [ aiSall pba 2
b ey Do

b iy e all (C:
" & lnall 2l (€ 29dccf76-ae1-45  T7c603af-d240-49  afdadfb7-dcld-43  5d30aTcs-6263-48
7d-a719-31149205  6d-069-dc14890  eB-alef-5a2a44f  61-Befa-OdbOf2SF
> @l ot % 0685 5744 b07C el v
File name: | v|

s |

The user can choose the image from anywhere in the computer through the hierarchical
organization in the previous window.
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o T

After the user selects the image, it will be divided and displayed as a grid.

0 Thank You, Your Data is Entered

golgs

CY roconsicin N s

Successful registration message in the system.
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X

@ Please make sure that your Image & Cells Selection are right

@blge
Load Image m

Reset Cells Selection

Wrong graphical password message.

B Reset Cells Selection

Wrong text password message.
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